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Notice 
Please read this manual thoroughly and save it for future use before attempting to connect or operate this 
unit. The information in this manual was current when published. The manufacturer reserves the right to 
revise and improve its products. All specifications are therefore subject to change without notice. 

 
Copyright 
© 2022 Johnson Controls. All rights reserved. JOHNSON CONTROLS, TYCO and ILLUSTRA are trademarks 
and/or registered trademarks. Unauthorized use is strictly prohibited.  
Tyco Security Products  
6600 Congress Avenue Boca Raton,  
FL 33487  
U.S.A. 

 
Customer Service 
Thank you for using Illustra products. We support our products through an extensive worldwide network of 
dealers. The dealer through whom you originally purchased this product is your point of contact if you need 
service or support. Our dealers are empowered to provide the very best in customer service and support. 
Dealers should contact American Dynamics at (800) 507-6268 or (561) 912-6259 or on the web at 
www.americandynamics.net. 

 
Trademarks 
The trademarks, logos, and service marks displayed on this document are registered in the United States [or 

other countries]. Any misuse of the trademarks is strictly prohibited, and Tyco Security Products will 

aggressively enforce its intellectual property rights to the fullest extent of the law, including pursuit of criminal 

prosecution wherever necessary. All trademarks not owned by Tyco Security Products are the property of 

their respective owners and are used with permission or allowed under applicable laws. Product offerings and 

specifications are subject to change without notice. Actual products may vary from photos. Not all products 

include all features. Availability varies by region; contact your sales representative. 
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Requirements  

• Working knowledge of SNMP or JMX interface and their associated tools  

• System admin knowledge to configure Illustra Mobile Video Manager server start-up parameters  

• System admin knowledge to configure and secure server ports  

Important Notes  

Performance metrics are disabled by default – Illustra Mobile Video Manager server needs to be restarted to 

initiate access (see more details below).  

Accessing the performance metrics requires additional ports to be opened on the server. To ensure maximum 

system security, these ports must be protected.  

Introduction  

Illustra Mobile Video Manager server is critical to the smooth operation of the overall system, therefore it is 

essential that system performance be monitored and, where necessary, remedial action taken to ensure 

system reliability and integrity.  

To permit an insight into Illustra Mobile Video Manager server performance, certain key data points are 

available (see the tables below). The data taken from these can be used to determine system health.   

Note: Most of the data returned is dynamic and represents the condition of the server at that point in time. 

There is no trend analysis performed within Illustra Mobile Video Manager server. Any such analysis may be 

provided by a third-party tool.  

Enabling Performance Metrics  

Access to the Illustra Mobile Video Manager server performance information is disabled by default. The 

following action is required by IT systems administrators to permit this information to be accessed.  

• The Illustra Mobile Video Manager server must be restarted with the access details included as part of 

the service start-up command (on windows, edit the file C:\Program Files (x86)\ Illustra Mobile 

Video Manager server \conf\wrapper.conf)  

• One or more ports must be opened on the server  

• Starting Illustra Mobile Video Manager server with specific parameters (specifying the SNMP and/or 

JMX interface)  

Once enabled, performance data is accessed by one of two methods:  

• Simple Network Management Protocol (SNMP)  

• Java Management Extensions (JMX)  

Each requires configuration information to be included as part of the Illustra Mobile Video Manager server 

start-up process.  

The process of SNMP/JMX set-up is beyond the scope of this document.  
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SNMP  

Accessing information using this method requires SNMP to be enabled at a system level, which in most 

circumstances is an IT system admin function. In addition, the following parameters must be added to the 

Illustra Mobile Video Manager server start-up command.  

  

Parameter  Description  

-Dcom.evs.server.snmp.enabled=true  Enable output from Illustra Mobile Video Manager server 

-Dcom.evs.server.snmp.port=1884  Define the port to be used for output (1884 in this case)  

  

Interpretation of SNMP data can be simplified by using a Management Information Base (MIB). To obtain the 

Johnson Controls MIB, please contact support: https://illustracameras.com/technical-support/ 

JMX  

Accessing information using this method requires JMX to be enabled at a system level, which in most 

circumstances is an IT system admin function. In addition, the following parameters must be added to the 

Illustra Mobile Video Manager server start-up command  

Parameter  Description  

-Dcom.sun.management.jmxremote=true  Enable output from Illustra Mobile Video Manager server 

-Dcom.sun.management.jmxremote.port=7091  Define the port to be used for output (7091 in this case)  

  

JMX data is presented using MBeans. To view the information, the relevant MBean tree namespaces are 

com.evs.server (for Illustra Mobile Video Manager server metrics) and com.evs.server.streams (for camera 

specifics).  

  

Details of information available in each namespace can be found on the next page.  
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Performance Metrics – Illustra Mobile Video Manager server 

System metrics report on the overall health of the Illustra Mobile Video Manager server, some of which may 

be reset on demand (either via SNMP or JMX). Items that can be reset include an * below.  

  

Metric  Description  

ViewerCount  The current number of viewers attached to the server  

*ViewCountPeak The peak number of viewers attached to the server  

*ViewCountPeakTime 
The time when the peak number of attached viewers 

occurred  

EncoderCount  The current number of cameras attached to the server  

*EncoderCountPeak The peak number of cameras attached to the server  

*EncoderCountPeakTime 
The time when the peak number of attached viewers 

occurred  

IncomingStreams  The total number of incoming streams  

OutgoingStreams  The total number of outgoing streams  

WatchedOutgoingStreams  The total number of watched outgoing streams  

MuxLinkDataReceived  
The total number of bytes received by the server via the Mux 

protocol  

MuxLinkDataSent  
The total number of bytes sent by the server via the Mux 

protocol  

TcpChannelDataReceived  
The total number of bytes received by the server via the TCP 

protocol  

TcpChannelDataSent  
The total number of bytes sent by the server via the TCP 

protocol  

UdpConnectionManagerDataReceived  
The total number of bytes received by the server via the 

UDP protocol  

UdpConnectionManagerDataSent  
The total number of bytes sent by the server via the UDP 

protocol  

DataTransmitAndReceive  
The total number of bytes transmitted and received by the 

server  

DataTransmitAndReceiveRateMbps  The rate at which data is transmitted and received by the 

server in mbps. (Please divide by 1000)  

*PeakDataTransmitAndReceiveRateMbps The peak rate (Please divide by 1000)  

*PeakDataTransmitAndReceiveRateMbpsTime  The time when the peak occurred  

ByteBufferPoolSize  The current number of ByteBuffers allocated by the 

com.evs.protocol.BufferPool class  

ByteBuffersAllocated  
The total number of ByteBuffers that have been allocated by 

the com.evs.protocol.BufferPool class  
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Metric Description 

LoadAverage  The system load average for the last minute  

MemActualFree  The amount of physical memory currently available in bytes, 

taking into account that committed to paging/swap files  

MemActualUsed  The amount of physical memory currently used in bytes, 

taking into account that committed to paging/swap files  

MemFree  The amount of physical memory currently available, in bytes  

MemFreePercent  
The amount of physical memory currently available, as a 

percentage  

MemTotal  The amount of actual physical memory, in bytes  

MemUsed  The amount of physical memory currently used, in bytes  

MemUsedPercent  
The amount of physical memory currently used, as a 

percentage  

ProcCpuPercent  
The CPU time as a percentage of CPU capacity of the Illustra 

Mobile Video Manager server 

ProcCpuStartTime  the start time of the Illustra Mobile Video Manager server 

process (based on milliseconds since January 1, 1970)  

ProcCpuSysTime  The time in milliseconds that the Illustra Mobile Video 

Manager server process has executed in kernel/system 

mode  

ProcCpuTotalTime  The sum of ProcCpuSysTime and ProcCpuUserTime  

ProcCpuUserTime  The time in milliseconds that the Illustra Mobile Video 

Manager server process has executed in user mode  

ProcMemResident  
The amount of memory in bytes allocated to the Illustra 

Mobile Video Manager server process and is in RAM  

ProcMemSize  

The amount of memory in bytes that the Illustra Mobile Video 

Manager server process can access, including memory that 

is swapped out and memory that is from shared libraries  

SampleTime  
The time in milliseconds when the data in this table was 

sampled (based on milliseconds since January 1, 1970)  

SysCpuPercent  
The "recent” CPU usage for the system. The value is a 

double between 0.0 and 1.0  
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Performance Metrics – Camera Specific  

This table defines those details that are reported for each camera that is connected to the Illustra Mobile Video 

Manager server 

Metric  Description  

connectionTable 
The connection table contains the list of current connections (to and from) 

the Illustra Mobile Video Manager server 

connectionEntry 
A conceptual row representing a connection to or from the Illustra Mobile 

Video Manager server 

connectionIndex 
An index computed by the agent, and which uniquely identifies a Illustra 

Mobile Video Manager server connection 

connectionName The name of the connection 

connectionBytesRead The number of bytes read by the connection since creation 

connectionBytesReadDataRate 
The current rate in kbps of bytes read by the connection. Please divide by 

1000 

connectionBytesWritten The number of bytes written by the connection since creation 

connectionBytesWrittenDataRate 
The current rate in kbps of bytes written by the connection. Please divide 

by 1000 

connectionClient The client of the stream 

connectionClientID The client id of the stream 

connectionProtocol The communications protocol in use on the stream 

connectionSampleTime  The time in milliseconds when the connection data was sampled  

connectionStartTime  The time in milliseconds when the stream was created  

connectionState  The current state of the stream  

connectionStream  The name of the stream source  

connectionStreamID  The stream id for the connection  

connectionType  The type of the connection  
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Security  

It is highly recommended that access to SNMP and JMX interfaces is protected.  

Use Cases  

With performance metrics enabled, it is possible to determine how the Illustra Mobile Video Manager server is 

performing:  

• How many cameras are connected?  

• How many viewers are connected?  

• How much data has been used?  

FAQ  

• How can the values be reset?  

Using either JMX or SNMP interfaces.  

• Is it possible to see historic data?  

Not within Illustra Mobile Video Manager server, however there are several third-party applications 

that are available for this purpose.  

• Can trends be seen?  

Not within Illustra Mobile Video Manager server, however there are several third-party applications 

that are available for this purpose.  

• Are performance metrics enabled by default? No.  

• How can performance metrics be enabled?  

See Enabling Performance Metrics above.  

• Is there a performance cost when performance metrics 

are enabled? Overall system performance is not affected 

as the cost is negligible.  

• Can the data be viewed in Illustra Mobile Video 

Manager server web interface? Not at this time.  

• Can the data be reset in Illustra Mobile Video Manager 

server web interface? Not at this time.  
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Contact Information 

If you have any questions regarding these release notes, please contact Tyco Security Products Technical Services at: 

Toll Free: 800-507-6268, Option 2 International: 561-912-6259, Option 2 Alternative Number: 800-392-2873 

Fax: 450-444-2029 Hours: 08:00 – 20:00 EST 

Email: adtechservices@tycoint.com Website: www.illustracameras.com  

 
 

In Europe, Middle East and Africa, contact Technical Support at:  

Toll Free: 00 800 CALLTYCO or 00 800 2255 8926 Direct: +31 475 352 722 

Hours: 8am – 6pm CET Email: video-support@jci.com 

Website: www.tycosecurityproduct.com  Website: www.tycosecurityproducts.com 

 
Local Direct dial numbers: 

UK  +44 (0) 330 7771 300 Bahrain (0) 800 041 27 

France  0800 90 79 72  Greece 00800 31 229 453 

Spain  900 99 31 61  Russia 810 800 20 521 031 

Germany  0800 1806 757 Turkey 00800 31 923 007 

Italy  +39 02 3051 0112 or +39 02 8998 1845 

 

  

United Arab Emirates (0) 800 0310 7123 

Belgium 0800 76 452 Israel +972 (0) 77 220 1350 

 Ireland 180 094 3570 Nordic Countries +45 4494 9001 

 S. Africa (0) 10 100 3292 Qatar (00) 800 100 841 

 Oman (00) 800 743 64 Lebanon 01 426 801 first, then 

dial 855 234 3677 

 Egypt (0) 800 000 9697 KSA +966 (0) 800 850 0830 

 
In Latin America and Caribbean, contact Technical Support at:  

Southern Latin America 

Contact: Cristian Bustamante Meza  

Cell: +56 933769309 

Email: 
cristian.enrique.bustamantemeza@jci.com 

 

Brazil  

Contact: Robson Santos 

Phone: +55 11 3833 6792  

Cell: +55 11 99106 8125 

Email: robson.2.santos@jci.com 

 

Caribbean & Central America  

Contact: Virginia Baez Medina 

Phone: +1 787 474 9824 

Cell: +1 787 619 6527 

Email: virgina.baez@jci.com 

 

Northern Latin America 

Contact: Jaime Trujillo  

Phone: +1 305 330 6447  

Cell: +57-317 863 0661  

Email: jaime.trujillo@jci.com 

Mexico 

Contact: Luis Saavedra Sol 

Phone: +52 1 (55) 7960 0398  

Email: luis.saavedra@jci.com 

  

 

In Asia Pacific, contact Technical Support at:   

Toll Free: 00 800 CALLTYCO or 00 800 2255 8926 China Direct: +86 21 6163 8644 

 China Hotline: 400 671 1528 

 

India Direct: +91 80 4199 0994 

Australia Toll Free: 1 800 580 946 New Zealand & Pacific Direct: +64 9942 4004 

 Hours: 9am – 6pm Monday to Friday, China local time 

 

Local Time 

Email: video-support@jci.com 

 

 

 

 

Hours: 9am – 7pm Monday to Friday, India local time 

 

 

Hours: 8am – 6pm Monday to Friday, Australia local time 

  
Information furnished by Tyco Security Products is believed to be accurate and reliable. However, no responsibility is assumed by Tyco Security 
Products for its use, nor any infringements of other rights of third parties which may result from its use. No license is granted by implications or otherwise 
under any patent rights of Tyco Security Products. 
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